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Different approach on elliptic curves
mathematical models study and their
applications
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Abstract

In a research project in which a group of mathematical researchers
is involved, it was necessary to create a system of nonlinear equations
defined over a particular nonsupersingular elliptic space. This paper
presents a part of the results obtained in this field, as well as the appli-
cations where the built models has been demonstrated their reliability.

1 Introduction

From their first definitions, the elliptic spaces models has been studied in order
to create subspaces with applications in various other fields or in branches of
mathematical study, in order to approximate some solutions. Where made
multiple researches on particular elliptic spaces from their first descriptions,
some of them on mathematics constructions ([1]), other with applications in
cryptography ([8, 9, 10]) or even applications in some medical studies ([3, 4]).
In our studies, we conceptualized subspaces that proved suitable to be used in
the field of cryptography, building and demonstrating completeness for them.

Definition 1.1. The Waierstrass form of an elliptic curve is given by:

E:y® +a1zy + asy = 2° + apa” + aqx + ag (1.1)
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where a; € K and K is the field over which the curve is defined.

The discriminant of this curve is: A = d3dg —8d3 — 27d% + 9dadyds where:

do = a1 + 4as; dy = 2a4 + ara3; dg = CL% + 4dag; dg = CL?CLG + 4asag —
ajazay + aza3 — a3 and A # 0.

In the case we have K = F,, where p > 3 is a prime (1.1) can be simplified
to: E:y?=a234ax+b

The discriminant will then be A = —16(4a® +27b%). If K = Fym the curve
is given by: E :y? = 23 + ax + b, the discriminant being A = b.

2 Nonsupersingular Elliptic Curves Structure for partic-
ular fields

If the curve E is defined over a prime field F,, and we have a point P(z,y) € E
then the inverse of it will be —P(z, —y). If we want to compute R(x3,y3) =
P+ Q where P(z1,y1) € E and Q(z2,y2) € E we have: x3 = A\ — 21 — 29,
ys = AMx1 — x3) — y1, where X is given by: A = #1242

Tr1—I2
To double a point 2P(x3,y3) we use the formulas: z3 = A\ — 221, y3 =
2
Ax1 — 23) — y1, where X is given by:\ = 37”21;:@. For the affine coordinates

we replace x with x/z and y with y/z, where z # 0 obtaining the equation:
Y2z = 23 + axz® + b8
To compute P(z1,y1,21) + Q(x2, Y2, 22) = R(x3,ys, 2z3) we have:

A = xlzg

)\2 = .ﬁQZ%

A3 = A1 — A

A = 17

s = yazf

A6 = M—Xs
A= A+

A8 = M+Xs

z3 = 2’12’2>\3

x5 = AZ—ArA
)\9 = )\7)\% — 2.’E3
Y3 = ()\9)\6 — /\8)\3)/2

For doubling a point 2P(x3,ys3, 23) we use:

If the curve E is defined over a binary field Fom for a point P(z,y) the
inverse will be —P(z,z + y). Addition and doubling are defined in the same
way as on the prime curves. To obtain the projective coordinates we proceed
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A1 = 322 +azf
23 = 2y1z;
Ay = Adayy}
I3 = )\% — 2)\2
ys = M(X2—a3) — 8yt

as above. The inverse of a point P(z,y,z) is —P(z,z + y,z). To compute
P+ @ = R we have:

M= 21255 Ao = @az]; A3 = A+ Aoy Aa = y125;5 A5 = 12285 Ag = A+ As;
/\7 = 21/\3; )\8 = /\6172 + /\7y2; z3 = 22/\7; /\g = /\6 +2’3; T3 = az% +)\6)\9 + /\%,
Yz = )\Q.Tg + )‘8>\$

And for doubling a point 2P we have: z3 = 2127, r3 = af + bzf, A =
23+ 23 +y121, Y3 = 2123 + Ars. Arithmetic of elliptic curves can be further
studied in [6].

2.1 Extracting the sets of cryptographic points

Not all the elliptic curves can be used in cryptography. A cryptosystem
based on elliptic curves must have a high level of security. This level de-
pends the most on the ECDLP (Elliptic Curve Discrete Logarithm Problem).
For ECDLP to be infeasible the elliptic curve used must satisfy the following
conditions [2]:

1. |E(F,)| = ¢+l where [ > 2169 a prime and ¢ a positive integer. |E(F})|
denotes the cardinal of the set of points on E over F),.

2. L #p.

3. the order of the prime p in the multiplicative group F}* of F} is at least
[2000/ log, p].

These three conditions provide a high level of security. There were de-
veloped algorithms for resolving discrete logarithms with running time equal
with the square root of the largest prime factor of the group order [17]. These
algorithms cannot be applied to a cryprosystem which respects the first condi-
tion. In [11, 12] is described the anomalous curve attack. This attack consists
in resolving the elliptic curve discrete logarithm problem for curves with the
group order equal to the order of the finite field. The method uses Hensel’s
lemma and has low complexity. The second condition presented above makes
this kind of attack impossible. In [15] the authors presented an attack which
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reduces the discrete logarithm problem in E(F),) to one in a finite extension
field F,,. The third condition depends on the assumption that the DLP in a
finite field which has a cardinal 2000-bit long is intractable.

The efficient of an elliptic curve cryptosystem is based on the arithmetic in
F,. So the efficiency is directly proportional with p. This means that |E(F})|
must be as small as possible. From the first condition we have |E(F,)| = ¢!
where [ > 2160, So the efficienty depends on the cofactor ¢. The first condition
becomes:

1. |E(F,)| = c-1 where | > 2'% a prime and ¢ < 4 a positive integer.
|E(F,)| denotes the cardinal of the set of points on E over F),.

3 Particular subspaces defined over nonsupersingular el-
liptic spaces and their applicability

For every elliptic curve cryptosystem we have to declare the domain param-
eters. We will work with a nonsupersingular elliptic curve E defined over a
prime field. The domain parameters will be (F,p,ag,bg, G,n, h) where F), is
the prime field, ag, bg define the curve E : 4% = 23 + apr + bp, G € E is a
point of order n (this means that n is the smallest positive number for which
nG = 0), h = |E(F),)|/n is the cofactor. To meet the above conditions it is
recommended for |E(F,)| to be prime or |E(F,)| = h-n where n is a large
prime and h € {1,2,3,4} [13], which where used on some recent applications

([14]).

3.1 Counting the Elliptic Curve’s Points for the defined subspaces

To know the amount of points belonging to the elliptic curve we have to
compute |E(F},)|. Starting from the particular models ([9]), from derivations
presented in some applications ([16]), basically all of them used a variant of an
algorithm to count the points on an elliptic curve over a large field F},. Initial
version of it, made by Schoof’s had a bigger running time and used Hasse’s
theorem on elliptic curves.

Theorem 3.1. Hasse’s Theorem. Variant for the case of nonsupersingular
subspaces
If E is an elliptic curve over the finite field F}, then: |p+1—|E(F,)|| < 2,/p

If we define t = p+ 1 — |E(F,)| we have to compute ¢t mod N where
N > 4,/p. Schoof’s algorithm computes this using small primes I; where
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[1l; = N. After computing ¢ mod I; we can find ¢ using the Chinese Remainder
Theorem. Knowing ¢ we can then compute |E(F,)| = p+ 1 —t. To compute
t mod [ Schoof used the Frobenius endomorphism ¢ and division polynomials.

Theorem 3.2. Frobenius endomorphism. Variant for the case of nonsuper-
singular subspaces

The Frobenius endomorphism ¢ satisfies the following: ¢> —tp +p = 0
where t =p+ 1+ |E(F,)|

According to the theorem 3.2 we have the equation: ¢?P + p;P = t;¢.P
where P(z,y) € E(F,). Here p; = p mod [ and ¢; = t mod [. If we restrict to
nontrivial [-torsion points (a tortion subgroup consists of all the elements of an
abelian group that have finite order) we obtain: (:Ep2, yp2) +p(z,y) = t(aP, yP)
(2), where T is an unique integer such that z = T mod [. The above equation is
valid because in a [-tortion subgroup the scalar multiplication has the property
pG = pG. Starting from (2) and applying division polynomials, Schoof’s
algorithm computes the value of |E(F},)|. The reader can study the algorithm
and its improvements made over time in [18].

Another variant of algorithm based on Hasse’s theorem was developed for
general applicability [10]. The algorithm computes a number m € (p +1 —
2,/p,p+ 14 2,/p) such that mG = O where G is a random point from the
curve E : y?> = 2% + ax + b. The algorithm is described below:

1. Compute s ~ ¥/p
2. Compute G,2G ... sG

3. Compute Q@ = (2s+1)P and R= (p+1)P

4. Compute R, R+ Q,R+20Q,... R+ tQ where t = [jf’l}

The first three steps are known as baby steps while computing R, R +
Q ..., RE£tQ is the giant step. From Hasse’s theorem we know that R+iQ) i =
0,£1,£2,...,+t is equal with one from the points computed in second step.
For this i we have: R+iQ = jG j € {0,4+1,+2,... +t}

The number m will be m = p+1+(2s+1)i—j which represents the cardinal
of the elliptic curve points set. Variations, improvements and enhancements
on this algorithm can be studied in [15].

3.2 Subspaces study

Next, we will exemplify some results from all the above methods on a particular
subspace of a nonsupersingular elliptic curve. The domain parameters are
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(F,7,0,1,G,n,h). The values for G,n, h will be computed after fixing a point

on the curve. So, the elliptic curve is given by: E :

y?> = 23 4+ 1 and the

discriminant is: A = —16(4 x 03 4+ 27 x 12) = A # 0. The perfect squares in
F;are 02 =0, 12 =
chose a small field, we can easily compute all the points from the curve:

1,22 =4,3%2 =2, 42 =2,5% =4, 62 = 1. Because we

z=0 = y*=1 = (0,1)(0,6)
r=1 = y*=2 = (1,3)(1,4)
r=2 = =2 = (2,3)(2,4)
r=3 = y*=0 = (3,0)
z=4 = =2 = (4,3)(4,4)
r=5 = =0 = (50)
r=6 = y>*=0 = (6,0)

The elliptic curve has 11points + O = 12points. To compute operations in
this field we need the inverses of the elements from Fr.

Definition 3.1. Let x be an element from the finite field F,, then x=1 € F,, is
the inverse of x if and only if: x* x~! = 2~ x x = 1(mod p)

The inverses from F; are emphasized in the table below:

|

| T = | W[ N =D —

QY W[ = | O =[N O N

OO = W | O ¥
[en] Nen] Hen) Hen) Hen) Hen) Nen) | Ran)
B = O N O W O W
QDN U = | Off
N O O =W O O Ot
=W W OO O

If we take P(4,3) and Q(6,0) and we want to compute R(x3,y3) = P+ Q
we have:

2
3—-0 9 _

Y3 = (ig) (4—1)—3:%3*3—3:4*2*1*3—3:4*4*3—3:3

So the result has the coordinates R(1,3) € E.
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We choose the parameter G with the coordinates (1,3). To find the order
n we have to find the smallest integer such that nG = O.
For 2P(z,y) we have:

3512+40)° 1 1
m_<2*3) ~2x1=;-2=471-2=2-2=0
3x1240 1 1
= —— ) (1-0)-3==-3=92"1-3=4-3=1
Y ( 2%3 >( 0)-3 2 5 ; ’

So 2P(0,1) € E, for 3P(z,y) we have:

3P=P+2P=(1,3)+(0,1)
3-1\? 4
T (1_0) 0 1 3

3—-1 2

We obtained 3P(3,0) € E. For 4P we have:
AP =P 43P = (1,3) + (3,0)
3-0)° 9
—(222) —c1-3="_4=2+2_4=
T (1_3> 3 1 * 0

3-0 3

y<1_3>(10)3233*436

While 4P(0,6) € E for 5P we have:
AP = P +4P = (1,3) + (0,6)

3-6)\2 9
—(2=2) —1-0=2-1=2-1=1
x (1 ) 0 1

(1_85)(11)334

So 5P(1,4) € E for 6P we have:

w O

Y

6P =P+5P=(1,3)+(1,4)

3—4\2
—(Z=2) —1-1
=)
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We observe that the denominator is 0 which means that 6P = O. Thus the
order of G(1,3) is n = 6. The cofactor is h = |E(F;)|/n = 12/6 = 2. So the
domain parameters are (F,7,0,1,G(1,3),6,2).

For the affine coordinates the initial curve E : y? = 23 4+ 1 becomes
E : zy?> = 23 + 23, For this form of the curve the number of the points
is much bigger. Because of that we will give some values to = and z to find
some points from the curve for exemplifying the formulas presented in the first
section.

r=02=0 = 0xy2=0 = (0,0,0) (0,1,0) (0,2,0)
r=0z=1 = y>=1 = (0,1,1) (0,6,1)
r=1z=1 = ¢>=2 = (1,3,1) (1,4,1)
r=0z=2 = y>=4 = (0,2,2) (0,5,2)

If we choose P(1,3,1) + Q(0,6,1) = R(x,y, z) we have:

A o= 1x1%2=1

Ao = 0x12=0

A3 = 1-0=1

M = 3x13=3

s = 6x%x13=6

X = 3-6=4

A = 14+0=1

z3 = 1x1x1=1

x3 = 42-1x1%2=1
g = 1%12—-2%x1=6
ys = (6%x4—-2%x1%)/2=22/2=4

So P+ Qis R(1,4,1) € E. If we want to double the point P we have:

AN = 3%1240x1*=3

z3 = 2x3%x1=06

Ao = 4x1%x32=1

I3 = 32—2*1:0

y3 = 3(1-0)—8%31=3-648=1

Thus 2P(0, 1,6) which is on the elliptic curve E because:

6+12=0%+6% < 6 =216(mod 7)
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3.3 Optimisations over the particular subspaces

If we look at the problem from a different point of view, we can start from the

form of such an integral
dz

vV 4:63 — hQJC - h3

The inverse function of such an integral is called elliptic function. Let be two
constants «; and «g, a function and a double periodic function over R then
Weierstrass function will be of the type

(V) =4 -1y —ay (3.2)

(3.1)

This pair (v,~") will define a point on the curve
y? =4a® — o — (3.3)
making an elliptic curve.

Definition 3.2. Let be p > 3 a prime integer. The elliptic curve y*> = x> +
a1z + ao, defined over Z, is the set of solutions (x,y) € Z, X Z, to the
congruence

y? = 2% + a2 + ay (mod p) (3.4)
where a1, a0 € Z, are constants such that 4a3 + 27a3 #0 (mod p) together
with a special point O called the point at infinity.

As already described in section 2 the main problems are to define the
addition of two points in such a field and to make multiplications by a given
integer to a point on the elliptic curve. Let be A; and A, two points from
the elliptic curve. The adding problem of these points can be split in two
categories:

e r1 =23 and y1 = yo
e other cases
Lemma 3.1. Let E denote an elliptic curve given by
E:Ys+a1 XY +a3Y = X3 + s X? + auX +ag (3.5)
and let be Ay = (x1,y1) and Ay = (z2,y2) two points on the curve. Then
—A = ($1, —Yi1— 11 — a3) (3-6)
Set

\ = Y2—U _ Y1T2 — Y221
= V=
To — T1 T2 —T1

(3.7)
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where x1, T2 satisfy the condition x1 # T2 and, from this point we will have

- 39:% + 200011 + g — 11 _ —x? + o421 + 206 — Q3Y1
21 + a1y + a3 2y + a1y + a3

(3.8)

3

In case of equality between x1 and xo and Ay # —A;y the sum of these two
points will be the point Az with the following coordinates:

3= N+ umA—ay—x] — 22, y3=—(A+aq)r3 —7— a3 (3.9)
Thus we will have
1. 20 =21 and yo = y;. Then A1 + Ay = O
2. Otherwise A; + Ay = B, B(xs,ys) where

Tr3 = /\2 — X1 —T2,Y3z = /\(331 — .563) — U1 (310)
. (92— y1)(w2 — 1)L, A1 £ A
_ Y2 —y1)(T2 —21) ", A1 23
A= { (32T +a)(2y1) 1, Ay = Ay, (3.11)

In practice there are used the elliptic curves defined over a finite field F, which
means that the study will be made on an abelian group. Let be s the number
of points on an elliptic curve E, defined over Fy,. Then s = #E(F,) = ¢+1—t,
where # E(Fy) is named trace of Frobenius at g. Thus we can define Frobenius
endomorphism as being

E(Fy) — E(Fy)
=19 (z,y) — (z9,y7) (3.12)
O — 9O

Lemma 3.2. Let E be an elliptic curve over Fy and m is a prime which
divides #E(F,) but which does not divide ¢ — 1 and m # char(Fy). Then
E(F,+) contains the m? points of order m iff m divides ¢* — 1

According to [18] we will define Weil pairing as being E(m) x E(m) — v,
where v, is the group of mth roots of unity in K. Thus, let be By, By € E[m)
and we choose a function g in E whose divisor satisfies

div(g) = Y (Bj+D)- (D) (3.13)
DeE[m)]

with B’ € E(K) such that [m]|B’ = B. In this case, we define e,, as:

| Elm]x E[m] — ym (3.14)
m = (Bl,BQ) . g(;((J)r(J)Bl) .
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In the case of the implementation in computing systems of a subfield curve,
of the type Fyn, n must be greater than 1 and the coefficients from F,. We will
define, like in [14], as a new addition method (and subsequently multiplication
method by an integer) of two points on the elliptic curve using Frobenius
Expansion. In equation (16) ¢ must satisfies equation

¢* = [tle + la] = [0] (3.15)

4 Applicability of the chosen subspaces

From the previous conditions follows that the subspaces can be grouped by
their order of computational complexity. In order to describe the applica-
bility we choose M; as the signing member from the group. He first choses
a random value a@ € Z,;. Then it encrypts his own key y; by computing
A = 2* and B = y,g¢  He computes (c1,...,¢n,Sc--.,8,) from
SEQDLY(z,g, A, ﬁ, LA, %, message). Finally, it computes the pair (¢, § =
SKDL(g, B,message)).

So it become the group signature, (A, B,c1,...,Cn,8¢, ;80,6 8). To
prove that the completeness of the model we discuss the last two chosen pa-
rameters, which are in fact, the entities signatures. So, the first signature
proves that the member has encrypted a key from Y. To better understand
this we take M3 from a group of 5 members to be the one who will sign the
message. So the first signature will look like this:

(c1y...C5,81...85)

is SEQDLS (2,9, A, uﬁl’ LA, y%, message). So we have

SEQDL?(Z,Q,A'E,A B A B A B A B message).

' Y1 7y727 7y73u ’ Ya 7%)

5 y3g® y39® y3g® y3g® y3g®
SEQDLI(Za g, A7 77 Aa yT7 A7 yTa A7 y747 A7 Ys 7m€8$age)'

SEQDL?(Z’ g’ Za’ ﬁ? Za? y%? Za7ga’ Za’ ﬁ? Za? yﬁs? message)'

The second signature proves the knowledge of the parameters, and also the
chosen subspace for it. From these, we have (¢,5§ = SKDL(g, B, message))
and (¢,§ = SKDL(g,ysg%, message)). To open a group signature the manager

has first to decrypt (A, B).

B y3g®
Aw~ 1 - Law™ 1
y3g9“

gwaw_
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= U3

From this it is deducted: SEQDL(g, z, B/(ys), A, M3) for

SEQDL(Q, 2, y3ga/(y3)’ 2, M3) and SEQDL(ga z,9%, 2%, M3>

It represents a less part of the computing complexity of the original way of
determining the parameters of the previous model ([11]) and the applicability
of these research will increase the accuracy of the results from ([6]), which use
the initial results.

5 Conclusions

To simplify the scalar multiplications that we had to compute for all the above
examples we used the binary representation, but also the ideea presented in
[9]. Having already the values for several multiples of the point G(1,3) we
used them to compute bigger multiples with fewer operations or their way
implemented in medical studies ([5, 7]). We only computed (4+2) operations,
so with 25% less. For G3 = 7G we already knew 5G and 2G and so we had
only two operations (one for z and one for y), like in ([1]). The classic way
implies 14 operations because 7G = (((2G+G)+ Q)+ G) +G) + G) + G,
so the improvement on computational complexity is obvious. On the current
studies we research a way to prove the unicity of parameters implied on the
nonlinear equations used on the general model, which will have applicability
for supersingular elliptic curves.
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